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Abstract: The quality of DEMs is especially being considered based on the spatial resolution of the
created digital models and the type of terrain of the interest area. DEM analysis was performed
specifically for LIDAR-based DEMs, as well as a comparison with results obtained using the radar
recording method (Shuttle Radar Topography Mission). The application of DEM data for security-
sensitive systems requires the fulfillment of security requirements, such as authenticity, integrity,
confidentiality, and non-repudiation. For this purpose, the authors have developed a model for
non-repudiation and protecting DEM data. The model simulation shows it is possible to detect even
the smallest changes made in the transmission or the DEM location, as well as proving the data
authenticity and non-repudiation of the sender. DEM data security testing has shown that DEM data
is effectively protected from the source of origin to the end entity location.
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1. Introduction

Most human activities take place on the surface of the Earth. It is therefore reasonable
that a person seeks to collect and analyze various information on the ground and the Earth’s
surface. On a topographic map, all features present on the field are projected orthogonally
in the 2D projection.

The use of such maps dates back to the 18th century [1]. Many believe that the
topographic map is one of the most important procedures in mapping history due to its
convenience. With the development of technology and the human desire for a realistic
representation of the earth’s surface in three dimensions, the need for 3D data and 3D
models arose. Digital terrain modeling involves a whole range of activities related to the
collection and processing of terrain surface data, the creation of appropriate digital terrain
models and analysis, as well as the use of acquired digital models in different areas [2].
Progress in the development of Earth observations allows the capturing of larger amounts
of detailed data that are useful in many areas, such as geodesy, geography, geology, and
others. LiDAR technology (light detection and ranging) allows for the capture of different
layers of a surface with considerable precision [3].

The InSAR system used on the Shuttle Radar Topography Mission in February 2000,
currently provides the most complete and robust source of elevation data at the global
scale [4]. At the beginning of this century, with the cooperation of several US agencies,
the so-called SRTM (Shuttle Radar Topography Mission) was carried out. With a special
aircraft, radar stereo pairs were collected within a few days for almost the entire Earth’s
surface. By processing these stereo pairs, in the period from 2000 to 2003, an accurate
and high-quality digital elevation model (spatial resolution 90 m) was created, and in it,
these models were freely placed on the Internet. By further processing and supplementing
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previous missions, on September 24, 2014, a 1-arc second global digital elevation model
(spatial resolution 30 m) was published, which was used in the continuation of the work.
Thanks to the SRTM mission, created by radar technology, it can be downloaded completely
free on the Internet. To acquire topographic data, the SRTM payload was outfitted with
two radar antennas. One antenna was located in the shuttle’s payload bay, and the other
allowed single-pass interferometry that was on the end of a 60 m mast that extended from
the payload bay once the shuttle was in space. The technique employed is known as
interferometric synthetic aperture radar or InSAR [5].

The ASTER (Advanced Spaceborne Thermal Emission and Reflection Radiometer)
Global Digital Elevation Model (GDEM) determined elevation by two images at different
angles using stereotopic pairs and photogrammetry. The measurement was subject to
errors due to cloudiness over certain areas [6].

The Japan Aerospace Exploration Agency (JAXA) collected images using the ALOS
satellite (Advanced Land Observing Satellite) with an integrated PRISM (Panchromatic
Remote-sensing Instrument for Stereo Mapping) instrument. Based on those images, the
ALOS Global Digital Surface Model (AW3D30) was generated [7].

Airborne Light Detecting and Ranging instruments provide high precision topographic
mapping tools via discrete surface height samples instead of a continuous coverage across
small areas [8]. Laser altimetry or LIDAR is a technology that has the most diverse ap-
plication in many scientific disciplines. When it comes to laser scanning, it is generally
an active laser system recording that records reflected signals from the Earth’s surface.
It can be said that LiDAR is a fully automated, active, optical-mechanical procedure for
spatial data collection. This method provides a large amount of data, the so-called cloud
of points or point cloud, characterized by extremely high density and speed of collecting
points (10,000-80,000 points per second), based on which we can create DEMs with high
spatial resolutions. In a cloud of points obtained by scanning, a single point represents
a footprint or electromagnetic wave reflection from a part of the surface of a scanned
object [9]. Although there have been several studies analyzing the quality of the SRTM
data in general [10-12], there has not been much research on the quality and usability of
the SRTM data for a small surface area. Deviations from the SRTM data to the reference
data set are in the following referred to as ‘errors’. It shall be made clear, however, that the
reference data set also has errors associated with it [13].

Digital elevation models (DEM) are the generally adopted data structures for storing
topographic information [14,15]. The Digital Surface Model (DSM) represents the surface
of the earth and includes all objects on it [16].

In a raster-oriented GIS, the basic visual structure of data makes the correct (usually
rectangular or square) network. This is a simplified view using square cells, i.e., pixels, and
is determined by dimensions (spatial resolution). Each pixel has its value, and in the case
of DTM representation, the pixel value refers to the height of the terrain [17]. There are
two approaches to defining the height of the terrain surface using GRID [17]: surface grid
and lattice.

TIN (Triangular Irregular Network) is a digital data structure for terrain surface
modeling that is a vector representation of the Earth’s physical surfaces, and consists of
irregularly arranged nodes and lines with three-dimensional coordinates that are assembled
in a continuous triangle network [18].

The accuracy of digital data collected by terrain scanning directly depends on the
technology and devices in use. However, the accuracy of data indirectly depends on the
handling of it during creation [19], transmission, processing, and storage [20-22]. Like all
other data, DEM data is at security risk primarily due to intentional or unintentional data
changes during creation, transmission, and storage. Making decisions based on incorrect
data can lead to material and financial damage, increased risk to people’s safety, or even
undesired consequences. This is characteristic of systems that use terrain shape data or
data on what is on the terrain. DEM is important for military purposes, especially in
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command and information systems. It is therefore important that the data be secure and
non-repudiated at the location of the reception and safe during transmission.

Geospatial data is now widely distributed in government organizations, the military,
municipal affairs, and disaster defense. Therefore, this data must be reliable and secure.
One of the applied mechanisms in privacy protection models uses disguising the geospatial
data location [23,24]. Different security policies have been considered in different environ-
ments [25,26], as well as the application of blockchain technology [27-30] for geospatial
data privacy and integrity preservation. In [31], the authors consider the protection of DEM
information through encryption, hiding, and disguising. They analyze the difference be-
tween the mentioned protections to create theoretical support for DEM protection research.
PKI (Public Key Infrastructure) has proven to be a good environment for preserving the
integrity, authenticity, and protection of data, as well as the non-repudiation of parties in
communication [32-36].

The purpose of this paper is to create an environment that will enable the authenticity,
integrity, and non-repudiation of DEM data using PKI. The paper contains a comparative
analysis of the digital elevation model data changing impact based on SRTM (Shuttle Radar
Topography Mission) with a spatial resolution of 30 m and the LiDAR method of data
collection with spatial resolutions of 1, 2, 5, 10, 20, and 30 m using suitable software and
tools. When two or more DEMs for the same area are available, those with the highest
resolution and best vertical accuracy should be considered as the reference basis for the
representation of terrain features [37], which was LiDAR in this case. The model ensures
the protection of DEM data at the location and during transmission, as well as the non-
repudiation of parties in communication in security-sensitive systems [38], e.g., command
information systems.

In the second section, the authors present the applied materials and methods. The
proposed model for non-repudiation and protecting DEM data is given in the third section.
The fourth section describes the results and discussion of the DEM analyses, whereas the
conclusion is summed up in the conclusion section.

2. Materials and Methods
2.1. Creation DEMs Based on LiDAR Data

The cloud of points used for the continuation of work was obtained by LiDAR tech-
nology, and as the beginning of the work noted, the entire process of creating, analyzing,
and visualizing digital elevation models was possible via the use of open-source software
and tools. Regarding digital elevation models of radar records that are compared with
models created by LiDAR technology, as noted, they can be downloaded from the Internet
completely free of change. The software and tools used are:

- Quantum GIS (QGIS), version 2.18.20;
- Software package LasTools [39].

Quantum GIS is an open-source software, a computer application that allows you
to view, edit, and analyze geo-data. Also, Quantum GIS supports a variety of raster and
vector data formats. As an open-source program, there are countless upgrades and addins
so that the program can be used in different areas of application.

In addition to its many features, LasTools is capable of working in a multi-purpose
series. It contains tools for classification, transformation, filtering, rasterization, contouring,
cutting, and polygonizing LiDAR data. All tools can be run through the Command Prompt
operating environment and are also available as LiDAR data processing tools for ArcGIS,
QGIS, and ERDAS IMAGINE.

To make the analysis of the results more thorough and clearer, it is necessary to collect
a sample of values. For comparative analysis of digital elevation models, the number of
points for sampling that was used in this paper was 100 randomly distributed points in
one area of interest. Of course, this number can be increased or decreased depending on
the type of analysis being performed.
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2.2. Security Technologies Applied in the Model

The model is based on cryptographic technologies and PKI [40]. Encryption is the
process of changing data so that the content is unreadable to anyone other than the entity
performing the encryption. We used the following cryptographic technologies: symmetric
and asymmetric cryptography. The model uses a combination of symmetric and asymmetric
cryptography to provide encryption and signing of messages, as well as generation and
encryption of the secret key.

PKI is a complex structure that includes a hardware-software-application platform
and is completed with rules to manage public keys and digital certificates. The PKI uses the
principles of asymmetric and symmetric cryptography to establish a secure data exchange
between end entities (users, devices, software) by ensuring the authenticity, confidentiality,
integrity, and non-repudiation of transactions. The PKI provides a framework that allows
the effective implementation of digital certificates and digital signatures in systems with
my users.

PKI gives an electronic identity to resources so that they can reliably represent them-
selves to other resources, communicate securely, and be responsible for transaction per-
forming. Military applications are increasingly using PKI to guarantee high data security.

A digital certificate represents the electronic identity of an entity by establishing a
connection between the entity and the public key. The entity’s private key corresponds to
the public key. The electronic identity is established by the certification authority, which
establishes the entity—public key connection by digitally signing the entity’s certificate with
its private key.

2.3. Digital Signature Technology

A digital signature is created by calculating the hash value of the message using a
hash function. The resulting digital print is encrypted by the private key of the message
signer using an asymmetric cryptographic algorithm. A digital signature is added to a
message that is verified on the recipient’s side to determine its authenticity.

The digital signature confirms the authenticity and integrity of messages [41]. This
means that if all conditions for a digital signature are met, the user who received the
signed message can believe, with certainty, that the sender has created it (authenticity) and
that the message has not been changed during the transfer. A digital signature ensures
non-repudiation of the parties to the transaction, which means that the sender cannot
successfully argue that the message is not signed until it disturbed the confidentiality of his
private key. The requirement for non-repudiation should define how the participants in
the transaction cannot subsequently deny their participation in all or only in some parts of
the transaction.

A digital signature represents an executed cryptographic action applied to the output
of the hash function. A hash function is a function performing compression of input content
into significantly smaller size output content known as digests, hash values, hashes, or
hash codes.

A cryptographic hash function has special characteristics suitable for cryptographic
use. One of these functions used for digital signing belongs to the family of one-way
functions. This family of functions within functions has the characteristics of simple
calculations of any input, while the calculated output, which is random, cannot be converted
into input [42]. It is characteristic that a minimal change in the input leads to a significant
change in the output. By applying a one-way hash function to a document, it becomes
computationally infeasible to find another document that hashes to the same value.

Digital signing is a procedure for assigning a digital signature to a message (Figure 1).
By using a one-way function, the message is transformed into a hash value, MD. Then, the
hash value is encrypted by an asymmetric cryptographic algorithm (e.g., RSA) and the
private key of the signer, PrKs. The value obtained is the digital signature of the message
(MD) appended to the message, M.
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Figure 1. Digital signing and digital signature verification procedure.

Verification of the digital signature is performed on the recipient side to establish that
the signature is valid. Verification is performed by separating the digital signature from
the message. The digital signature (DS) is converted by the same cryptographic algorithm
(RSA) and the public key of the signer (PuKs) into a value hash. If the received hash value
is equal to the hash value of the message, then the digital signature is valid. This means
that the message has not been changed, that the signatory signed the message, and cannot
claim that he has not signed the message. If the verification was not successful, then the
integrity of the message, authenticity of the signer, and non-repudiation are jeopardized.

2.4. Applied Methodology

The methodology applied in this research consists of nine steps: selection of security
issues, analysis of security issues, attack impacts on security issues, assessment of conse-
quences, assessment of the impact on DEM data changes, selection of security technology,
creation of security model, model testing, and application and comparison of the model,

Figure 2.
Selection of Analysisof
__ securily __ Secnrity
(1) issmes (2) issues
’ Assessmentof Assessment of
l ﬂ‘/qomequmeu impact on DEM data.
(4) (s)
Attacki =/ > ) dra’ngm
_ onsecurity |
(3) !
Creationof Selection of
_security model __ security
(7) 6 technology
Model
Applicationand
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(9) model

Figure 2. Applied methodology for the creation of a model for non-repudiation and to protect
DEM data.
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Selection of security questions. We selected security questions from a well-known
model in the literature, the five pillars of the security model, which contains the following
questions [43]:

e  Authenticity—the method of determining the identity of the user or entity.

e Integrity—feature that the data has not been altered or destroyed in an
unauthorized manner.

e  Confidentiality—the feature that the information is not available, nor is accessible to
those who are not authorized to receive it.

Availability means that the data can be freely used when needed.

Non-repudiation—the impossibility of subsequently denying one’s participation in all

or only some parts of the completed transaction.

Analysis of security issues. In this phase, we considered how to be sure that the DEM
data is truly authentic—that it comes from a trusted source. We also looked at how to
prevent someone else from presenting as an authentic source for DEM data.

The integrity of DEM data is important because it assures us that the data has not been
changed after creation, during storage, or transferred to another location. The implementa-
tion of the integrity mechanism does not prevent the data from being modified but enables
the detection of the resulting data change.

The issue of confidentiality is particularly important for security-sensitive systems
that want DEM data to remain hidden from others. We consider the fulfillment of this
question from point to point, that is, from the sender of DEM data to the recipient, and
not only between their network devices. The goal is to make it impossible for an attacker
to discover data during transmission from the sender to the recipient. The data is also
protected at the storage location.

We do not consider the availability of DEM data from the aspect of enabling uninter-
rupted access to the data, but whether the data is available for the interested party.

Non-repudiation makes it impossible for the source to deny that the DEM data orig-
inated from him if the decisions made based on this data lead to damage. Likewise,
the user cannot blame another source for the resulting damage. Therefore, the issue of
non-repudiation should be carefully considered.

Attack impacts on security issues. In this step, we looked at attacks that impact the
above security issues. The most common authentication attacks are brute force, imperson-
ate attacks and man-in-the-middle attacks. Data integrity attacks are hiding, replacing,
modifying, and discarding attacks. Active attacks are traffic analysis, masking, and modifi-
cation attacks. Attacks on confidentiality are man-in-the-middle, traffic analysis, and traffic
monitoring attacks, whereas the most famous attacks on availability are denial of service
(DoS) and distributed denial of service (DDoS) attacks.

Assessment of consequences. In this step, we looked at the consequences of an
attack on breaching security issues. The consequences of an authenticity violation lead the
decisionmaker into the delusion that he received data from a reliable source, whereas an
integrity violation leads to the use of wrong data. By violating trust, a competing party can
gain insight into DEM data and, accordingly, gain dominance or other gains in the field.
Failure to consider non-repudiation means that DEM data can be used, and the data source
can deny that the data originated from it. Likewise, a user can use data from one source
and blame another source for his failure because of using that data.

In the phase of assessment of the impact on DEM data changes, we consider in more
detail the impact of unauthorized data changes, that is, data integrity violation.

After the consequences and security issues, we considered the possibility of applying
security technologies. After the selection of security technologies, we created a security
model. We tested the model using the appropriate application and PKI of the Ministry of
Defense and the Serbian Army Forces.

We then compared the commercial DEM with the developed model and considered
the feasibility of the proposed model.
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3. Results

Leaking of data from this system means significant damage to this system, but also
other systems (business organizations, government organizations, and the state). Security
is a major problem for these systems, and it lies in its nature [44]: collection, processing,
transmission, and storage of data. Security threats exploit the vulnerabilities of sensitive
information such as authenticity, integrity, confidentiality, and non-repudiation.

In this section, we propose a model for non-repudiation and protected DEM data in
security-sensitive systems. The model meets the following security requirements: confiden-
tiality, authenticity, integrity, non-repudiation of transactions, and trust of the parties in the
transaction. The fulfillment of the security requirements of the model is achieved by the
combined application of cryptography and PKI.

The digital signature and digital certificate are used to fulfill the requirements of the
authenticity, integrity, and non-repudiation of the transaction. A digital certificate and a PKI
are applied to the trust of the parties in the transaction. Whereas symmetric cryptography
is used to satisfy the confidentiality of transactions, asymmetric cryptography has applied
the confidentiality of the secret key in the transaction.

3.1. A Model for Non-Repudiation and Protect DEM Data

The model is designed to meet the security requirements of sensitive information
systems. Geographic information systems are of great importance in the military because
they provide information on the geographic area necessary for planning the deployment of
military forces. The army must have accurate and reliable data on the geographic area in
which it operates. Operation planners can obtain geographic information (e.g., DEM data)
via a computer network or a portable medium. It is very important that there is trust in the
DEM data source, that they have not been changed regarding the original data, that the
data source cannot deny that the DEM data originate from it, that the enemy does not come
into possession of the data, and that there is trust between the parties using the DEM data.

For this purpose, the authors developed a model for securing the transfer of non-
repudiated and protected DEM data in security-sensitive systems (Figure 3). The model
aims to enable authentication, integrity, non-repudiation, the privacy of the message, and
trust of the parties in communication. The model is described on the sender’s side and the
recipient’s side. On the sender’s side, the following steps are followed before the message
is sent:

Checking the digital identity of the message recipient;

Digitally signing and creating the structure of a digitally signed object;
Generating a secret key for DEM data protection during a transfer;
Encrypting a message and a secret key;

Forming of DEM-protected structure delivered to the recipient.

On the side of the recipient, the following steps are followed:

Deconcatenation of the message;

Deciphering the secret key and message;
Separating the PKI structure from the message;
Checking the sender’s digital identity;

Digital signature verification.

First performed is the recipient’s digital certificate check on the sender’s side. Checking
the certificate implies verification of the certificate chain, validity period, and certificate
status (1). Verification of the certificate chain proves trust on the other side. The validity
period and CRL check determine whether the certificate is still valid. If the certificate
verification is not successful, then the sender cannot trust the recipient. Digital signing
of the DEM data by the public key of the sender is performed after a successful check (2).
From the received digital signature and the created PKI object (3), a digitally signed object
is created (4). The PKI object contains the trust path, the CRL, and the sender’s certificate.
The DSO is added to the DEM data and forms a digitally sighed DEM message (5). The next
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step is generating a secret key (6) for encrypting the DEM data (7). At the same time, the
secret key is encrypted by the message recipient’s public key (8). The encrypted message
and the encrypted secret key are merged (9) and sent to the message recipient.

Sender
Chees = Receiver
ecking (7)| b —
" S (| False —Receiver is ublic key
True the receiver &C’Onm tiist P "l
certificate Create PKI (3 = Secret key (g)
object Secret kF)" 6 Encryption
_DEM EE‘EE_" - Generation
private key |y Secret|key
l |object -~ o)
y ) ) & )
Digital (3)| DS [Create Digital [DSO ~ DSM | Message (7| En(DSM) X En(DSM)
- i =/ - . ey et LS b 7
signing signe object (1) Encryption /+ En(Sk)
Recepient i
. Sender 42 a7
_ PKI 19 . -
D[ object Centificate— | Fai=e »(0)Receiver is
:é 7| Verification not trust
@)
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Secret key (1) [Secret key Verification (1) [ 1rue
Decryption I @
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Figure 3. Model for securing the transfer of non-repudiated and protected DEM data.

On the recipient side, the message is split into the part related to the message and the
part related to the secret key (10). The encrypted secret key is decrypted with the private
key of the recipient that corresponds to the public key (11). The message is decrypted by
a secret key (12). The decrypted message splits into the DSO part and the DEM data (13).
The DSO part is separated into a PKI object (14), from which is performed the verification of
the sender’s certificate (15). If the verification is successful, then begins the digital signature
verification (16). Otherwise, the message is rejected (17) because there is no trust in the
message sender. After successful digital signature verification, the recipient accepts the
message as an authentic and unchanged item (18). Now, the recipient of a DEM message
may consider that only he has insight into the content of the message and that the sender
cannot deny that he has sent the message.

3.2. Testing of the Proposed Model

We tested the application of the proposed model in a computer simulation environment
by simulating the protection from the LiDAR radar to the end user (application, storage,
user, ...). For the simulation, we used the services of the Certification Authority of the
Ministry of Defense and Serbian Armed Forces (Certification Authority of the MoD and
SAF) and the existing service for electronic signature and point-to-point file encryption.

3.2.1. Configuring the Simulation Environment
We configured the simulation environment as follows:

e  The Certification Authority of the MoD and SAF issued two types of certificates for
each entity. The first entity is the LIDAR radar and the second is the end user. The
Certification Authority during this process generated the first pair of asymmetric keys
used for encryption purposes, whereas the second pair of cryptographic asymmetric
keys is generated on the contact microcontroller of the smart card. The Certification
Authority of the MoD and SAF for each generated public key or entity, issues an
electronic certificate, Figures 4 and 5. The first issued certificate, i.e., the first pair
of asymmetric keys, is used for the electronic signature and its verification, and the
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second certificate, i.e., the second pair of asymmetric keys is used for encryption and
decryption purposes.

e Installing the trust path. The root certification authority such as trust point (MOVS-

RootCA) is installed, followed by the certificate of the subordinate certification author-
ity (MOVSUzKCA). The point of trust is the point, i.e., the certification authority, from
which the entity’s certificate starts the validation of the certification path. A certificate
path is a chain of trust between certification authorities that verifies that a certificate
comes from the right issuer.

e Installation of the application for working with smart cards. The TrustEdgelD v2.2.0

x64 application represents middleware for working with the contact microcontroller
content of the electronic card.

e Installation of the electronic signature and encryption application. e-Doc Encryptor is

an application for signing files, verifying, encrypting, and decrypting, using certifi-
cates of the Certification Authority of the MoD and SAF. This application includes a
verification module as a separate PDC Manager application.

e  Creation of means for a qualified electronic signature, i.e., smart cards. For testing

purposes, the Certification Authority and the personalization system of the MoD and
SAF issued two smart cards for LIDAR and the end user.
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Figure 4. Digital certificates for LIDAR radar. (a) Digital certificate for electronic signature; (b) Digital
certificate for encryption.
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Figure 5. Digital certificates for end user. (a) Digital certificate for electronic signature; (b) Digital

certificate for encryption.
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3.2.2. Testing of Integrity, Authenticity, and Non-Repudiation

Using the e-Doc Encryptor application we simulated electronic signing on the LiDAR
side of the associated certificate for electronic signing and the means for creating a qualified
electronic signature (smart card). The resulting digitally signed file was sent to the end user
who verified the electronic signature, Figure 6.
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| Certilicate valedity check passed & S Yy
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- Certificole bs quolified

(a) (b)

Figure 6. Digital signature verification. (a) Successful verification; (b) Failed Verification.

The verification of the electronic signature was performed successfully, which means
that there were no changes in the content of the original file generated by the LiDAR radar.
In this way, the integrity of the data is preserved. Figure 7a shows the content of the original
file. The public key contained in the signer’s certificate is used in the verification process.
Based on the messages received during verification, we see that the signer’s certificate
(LiDAR radar) is valid and that the chain of trust trusted by the signer is valid. Since both
parties trust the Certification Authority of the MoD and SAF, which issued the certificate,
the end user can be sure that the received file is generated on the side of the real LIDAR
radar. In this way, the authenticity of the sender or the creator of the LiDAR file received
by the recipient was demonstrated.

(@) (b)
Figure 7. Display of DEM data in GIS. (a) Original; (b) After integrity violation.
The sender uses a private key corresponding to the public key in his certificate during

the signing. The sender cannot deny the generation of the content received by the end user,
because only he owns the private key that corresponds to the public key in the certificate,
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and he used it to digitally sign. In this way, the non-repudiation of the generated data was
proven, that is, it cannot be claimed that the observed LiDAR radar did not generate data.

An attack that changed the content of the file during transmission was simulated,
Figure 7b. The digital signature was verified on the recipient’s side. However, the veri-
fication was unsuccessful and the received message indicates that the content has been
violated, Figure 6b. This means that the data has been changed and does not match the
original data that was generated on the LiDAR radar.

3.2.3. Testing of Encryption

Testing of the secure transmission of DEM data from the LiDAR radar to the end user
was carried out using the e-Doc Encryptor application encryption module. This module
also uses an electronic signature module to simultaneously ensure integrity, authenticity,
and non-repudiation.

A symmetric key was generated on the LiDAR side to encrypt the data. Encryption
of the symmetric DES 256-bit key was performed by the public key from the end user’s
certificate, which is delivered to the end user during the transfer of encrypted data.

The end user decrypts the symmetric key using his private key located in the means
for qualified electronic signature (electronic card chip) and authenticated with his PIN code.
The resulting content is decrypted using a symmetric key.

A malicious user cannot gain insight into the contents of a protected file because he
does not have the corresponding private key. Figure 8 shows an attempt to maliciously
access the file content using a fake electronic card.
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Figure 8. An attempt to maliciously access the contents of a protected file.

The decryption module started with the procedure of decrypting the encrypted sym-
metric key by the private key from the electronic card. Since the private key in the attacker’s
electronic card chip does not correspond to the public key, as well as the end user’s cer-
tificate for encryption does not correspond to the certificate on the attacker’s electronic
card, the card software detected an irregularity and refused to carry out the decryption
operation. An attacker or malicious person cannot now access the contents of the DEM.

4. Discussion
The discussion of the results can be divided and considered into three separate parts:

Discussion of the impact of changing DEM data
Discussion of the difference between the “commercial” and the non-repudiated and
protected DEM

e Discussion of the feasibility of the proposed model
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4.1. Discussion on the Impact of Changing DEM Data

Within the analysis of the impact of intentional or unintentional data changes (errors)
in LiDAR digital models, the areas of the Center and Petrovaradin Fortress will be treated,
because they are characters in themselves. The first area belongs to the plain part of the
terrain whereas the other area belongs to the hilly part. First of all, it is important to
emphasize that unauthorized data change may appear to be an accidental error in the
whole process of creating DEMs. The error can be described as a recess that otherwise does
not exist on that part of the terrain (Figure 9).

1] 20 40 60 80 100

Lidar1x1 Lidar2x2 Licar5x5

Lidar10x10 Lidar20x20 Lidar30x30

Figure 9. Movement of height values of the DEM of the Center area.

Since the unified graph of the movement of height values does not show certain
anomalies, it is necessary to divide the graphics (Figure 10). By dividing graphs, it can
be noticed that the impact of this type of error is present most in digital models of higher
spatial resolutions, such as 1, 2, and 5 m. While in digital models of lower spatial resolutions,
such as 10, 20, and 30 m, the impact of this error is eliminated.

Height movement — DEM 1x1 Lidar - Height movement — DEM 2x2 Lidar - Height movement — DEM 5x5 Lidar -
Center . Center . Center

' i
A f
e LV 2 OV PN | O At A

' 1 ‘
Height movement —- DEM 10x10 Lidar - Height movement — DEM 15x15 Lidar - Height movement — DEM 30x30 Lidar -
Center Center Center

Figure 10. Divided graphs of the movement of height values.
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Based on the graphic representation of height movement for the Center area, it can
be concluded that it is more convenient to use a digital elevation model created by lower
spatial resolution because it is a flat terrain that does not require a high degree of detail that
is obtained by the use of high-resolution digital models. As seen from the graphs in this
way, it is possible to avoid accidental errors in the input data. This means that a malicious
person can cause such a change in data at the source, during transmission, or stored data
so the change is not visible in low resolution, whereas in high resolution it can represent an
advantage for the attacker.

After establishing the error and extracting certain conclusions from this case, the error
is resolved. To correct the error, after performing the classification of points, it is necessary
to perform reclassification and remove these kinds of anomalies by manual processing.
When the reclassification is performed, one can notice that the result is much more reliable
than the previous one (Figure 11). However, this result is based on the data changed during
the attack and is not reliable because there is no information on which DEM data was
changed during the attack.

It is also necessary to analyze the results of other areas to make a conclusion regarding
the use of digital elevation models created by the LiDAR data acquisition method. The next
area of interest is the Petrovaradin Fortress. Unlike the previous area, this area lies on hilly
terrain and has very characteristic contours of the terrain. With a graphical presentation of
height values movement, it can be seen that there is a large degree of terrain unevenness,
but what can also be seen is, as in the previous corrected example, the congruence of the
terrain lines (Figure 12).

By comparing Figures 11 and 12, it is concluded that digital elevation models created
by the LiDAR method of data collection give very consistent results when talking about
different spatial resolutions. Also, based on data changes made during the attack it was
noted that it is more advantageous to use DEMs created with lower spatial resolution since
the impact of such errors is neglected. However, the changes made in high resolution will
significantly change the terrain and affect decision making. The choice of spatial resolution
in the process of DEM creation depends largely on the continued use of created DEMs.
If a further flow of use requires a higher degree of detail in the model, it is necessary to
examine the cloud of points that enters the process of creation and make reclassification
more thoroughly, so that no accidental error would occur.

o0
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\ |
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Figure 11. Movement of corrected values of height of DEM of the Center area.
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Figure 12. Movement of the height of the DMV of the Petrovaradin Fortress area.

The next step in the analysis of the results is the comparison of the difference in digital
elevation models created by the LIDAR method, as well as the difference between LiDAR
and SRTM models. Linear regression was used as a statistical indicator of the results, which
in statistics refers to each approach for modeling relations between one or more variables
marked with Y, as well as one or more variables marked with X, in such a way that the
model linearly depends on unknown parameters collected from the data. The following
statistical indicators were also obtained based on differences in height, such as root mean
squared error (1) and standard deviation (2).

" (Pi_ O
RMSE = M 1)

n . a2
G = Z:i:1 (A:l Al) (2)

The root means squared error (RMSE) measures how much error exists between two
sets of data. In other words, it compares the predicted value, Pi, and the observed or known
value, Oi. In the continuation of the determination of RMSE for the predicted value, the
values of the LiDAR digital models of various spatial resolutions were used, and for the
observed value, the values of the digital models created by the radar method of recording
were used. The standard deviation shows how much on average the elements of a set
deviate from the arithmetic mean of the set.

Figure 13a shows the linear regression for LIDAR and SRTM digital elevation mod-
els based on the sample value of hundred points. The equation that is derived is the
relationship between the LiDAR and radar digital models, and for the Center area reads
y = —0.0408x + 82.74, where the value of x represents the radar DEM, and y represents the
LiDAR DEM. The percentage value determination is also calculated, which in statistics
represents the percentage of variation of the dependent variable that is predictable from
the other independent variable.
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Figure 13. Linear regression of LiDAR and radar DEMs. (a) Linear regression based on the
collected sample of the Center area; (b) Linear regression based on the collected sample of the
Petrovaradin area.

If the regression line does not miss any of the points significantly, then the de-
termination percentage is relatively high. The average percentage of determination of
the height values for the Center area is about 3%. Also, in Figure 13b, referring to the
Petrovaradin Fortress area, linear regression of the height values from which the linear
equation y = 1.0061x + 2.1308 is performed, but in contrast to the previous area, the average
determination percentage is about 86%.

The average percentage of determination of altitude values based on the same cal-
culations for the Spens area is about 6%, whereas for the Campus area it is about 11%.
In addition, during the analysis, RMSE and standard deviations of the difference in the
value of the heights of all areas are calculated (Tables 1 and 2).

Table 1. Calculated RMSE values.

Center Petrovaradin Campus Spens
RMSE (Lidarl x 1-SRTM) 4.614 7.206 2.858 2.078
RMSE (Lidar2 x 2-SRTM) 4.617 7.179 2.849 2.083
RMSE (Lidar5 x 5-SRTM) 4.614 7.144 2.864 2.055
RMSE (Lidar10 x 10-SRTM) 4.576 7.160 2.870 2.083
RMSE (Lidar20 x 20-SRTM) 4.571 6.860 2.934 2.073
RMSE (Lidar30 x 30-SRTM) 4.616 7.642 2.962 1.998

Table 2. Standard deviations of LIDAR DEM differences and LiDAR and SRTM DEM spatial resolu-
tions 30 x 30.

LiDAR DEM LiDAR and SRTM DEM
Center 0.717 2.622
Petrovaradin 2.822 4951
Campus 0.544 2.547

Spens 0.427 1.910
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By determining the statistical indicators, it was concluded that there are large dif-
ferences between the digital models created by LiDAR and the radar method. Table 2
shows standard deviations calculated based on DEM differences created by only LIDAR
methods and standard deviation of LIDAR and SRTM DEM spatial resolutions 30 x 30.
By comparing, it is concluded that the use of radar digital models with a spatial resolution
of 30 m may have an impact on obtaining incorrect results in the subsequent use of the
model, in the case of small areas as shown in the paper.

4.2. Discussion of the Difference between the “Commercial” and the Non-Repudiated and
Protected DEM

Commercial DEM data are open for use on the market and can be downloaded on
the Internet. Are the published DEM data to locations real? Do the data show the real
geographic area? By using a protected and non-repudiation DEM, the user is sure that the
data comes from a source he trusts and that they did not change during delivery or after
the digital signing (if it is performed at the time of the data creation).

The DEM data source may deny that the data originates from it. However, digital
signatures technology and PKI firmly prove who is the data source. Non-repudiation is
realized by the inability of the sender to subsequently revoke the sending message if his
digital signature is successfully verified.

In military applications, it is important to protect the transfer of DEM data. If the
enemy reveals the contents of the operation, which was planned using DEM data, they will
be able to take appropriate measures to make the operation unsuccessful.

The model allows the preservation of confidentiality of DEM data using message
encryption by a symmetric cryptographic algorithm, while secrecy of the key is realized by
encryption with an asymmetric cryptographic algorithm. In this model, trust is built by the
certification authority trusted by all users, as it issues a digital certificate to all.

4.3. Discussion of the Feasibility of the Proposed Model

The management of DEM data in a military network.

DEM data can be managed by using the digital certificate status check service. A digital
certificate can have a revoked or suspended status. The status of the digital certificate is
checked on the sender’s side, so if the certificate is revoked or suspended, the sender cannot
send data to the recipient. On the other hand, if the recipient finds that the certificate is not
valid during the verification of the digital signature, it rejects such data because there is no
longer any guarantee that it comes from the trusting sender.

The model enables secure transmission of the digital securities to every end entity.
This characteristic can be used to download the encryption key from the distribution center
for key management.

Message protection from source to end user. The model allows data to be transmitted
to the end source without a third-party having insight into the content of the message. Data
security is not affected by the transmission path nor the number of devices participating
in the transmission. The model assures the recipient that they will receive data that other
entities have not had access to, has not been altered, and came from a trusted source. On
the other hand, the sender is sure that they sent the data to the authentic recipient and that
no one other than the recipient will see the data.

The model does not depend on the applied network technology. This means that the
model does not depend on the size of the network, the topology of the network, the role of
the entities in the network, and the method of communication between the network nodes.

Independence from the position of end entities and network nodes. The model enables
the fulfillment of security questions in stationary and dynamic environments of entities
and network elements. If the entities that exchange data move and (or) if the network
nodes change their position, as long as there is network connectivity, the model will ensure
authenticity, integrity, confidentiality, and non-repudiation.
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5. Conclusions

With the latest achievements in the field of computer technology, very fast processing
of millions of points is enabled. It is also possible to create high-quality digital models
with today’s data collection technology and processing software. If there is no trust in the
collected data at the source or during transmission, as well as at the location of use, the
digital model is unreliable and risky for decision making no matter how high quality it is.

It also concluded that the use of digital elevation models created by the LiDAR method
of data collection is far more accurate even when using lower spatial resolution models.
Moreover, based on the analysis, it is shown that using the lower resolution model leads to
the removal of system errors that have occurred in the data collecting process.

The proposed model for providing non-repudiation and protected DEM data makes
it possible to prove the authenticity and non-repudiation of the DEM data source, the
integrity of the DEM data, and the way of protecting the confidentiality of the data during
the transfer. The applied technology in the model provides reliability and security in the
application of DEM data for military and commercial purposes. Trusted and protected
DEM data give priority to business and military applications of GIS.
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